Grove Medical Practice
Cromwell Place site, St Ives, Cambs, PE27 5JD
Tel: 01480 462206 
website: www.grovemedicalpractice-stives.nhs.uk
                                             
Privacy Notice for Grove Medical Practice
How we use your information to provide you with healthcare
· This practice keeps medical records confidential and complies with the General Data Protection Regulation and UK data protection legislation.

· We hold your medical record so that we can provide you with safe care and treatment. 

· We will also use your information so that this practice can check and review the quality of the care we provide. This helps us to improve our services to you. 

· We will share relevant information from your medical record with other health or social care staff organisations when they provide you with care. For example, your GP will share information when they refer you to a specialist in a hospital, or your GP will send details about your prescription to your chosen pharmacy. 

· Healthcare staff working in A&E and out of hours care may also have access to your information. For example, it is important that staff who are treating you in an emergency know if you have any allergic reactions. This information may be obtained from your Summary Care Record. For more information see https://digital.nhs.uk/summary-care-records 

· You have the right to request to have any mistakes in your medical record corrected.
Other important information about how your information is used to provide you with healthcare
Registering for NHS care

· All patients who receive NHS care are registered on a national database. 

· This database holds your name, address, date of birth and NHS Number but it does not hold medical information about the care you receive. 

· The database is held by NHS Digital, a national organisation which has legal responsibilities to hold the NHS register.

· More information can be found at: https://digital.nhs.uk/services/systems-and-service-delivery/national-health-application-and-infrastructure-services/primary-care-registration or the phone number for general enquires at NHS Digital is 0300 303 5678

Identifying patients who might be at risk of certain diseases

· Your medical records may be searched by approved computer programmes so that we can identify patients who might be at high risk from certain diseases such as heart disease or unplanned admissions to hospital.

· This means we can offer patients additional care or support as early as possible. 

· This process may involve linking information from your GP record with information from other health or social care services you have used. 

Safeguarding 

· Sometimes we need to share information so that other people, including healthcare staff, children or others with safeguarding needs, are protected from risk of harm. 

· These circumstances are rare. 

· We do not need your consent or agreement to share information in these circumstances, as we are required to do this.

· Please see local policies for more information: http://www.safeguardingpeterborough.org.uk/

We are required by law to provide you with the following information about how we handle your information to provide you with healthcare.

Purpose of the processing
· To provide direct health or social care to individual patients. 

· For example, when a patient agrees to a referral for direct care, such as to a hospital, relevant information about the patient will be shared with the other healthcare staff to enable them to give appropriate advice, investigations, treatments and/or care.

· To check and review the quality of care. This is called audit and clinical governance.
Lawful basis for processing
· These purposes are supported under the following sections of the General Data Protection Regulation:
Article 6(1)(e) ‘…necessary for the performance of a task carried out in the public interest or in the exercise of official authority…’; and 
Article 9(2)(h) ‘necessary for the purposes of preventative or occupational medicine for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services...”  
· Healthcare staff will also respect and comply with their obligations under the common law duty of confidence.
Recipient or categories of recipients of the processed data
The data will be shared with: 
· healthcare professionals and staff in this surgery;
· local hospitals;
· out of hours services; 
· diagnostic and treatment centres; 
· screening services;
· or other organisations involved in the provision of direct care to individual patients.

· Organisations who help us manage our data for specific purposes, and under formal agreement, include:

· Cambridgeshire & Peterborough NHS Foundation Trust who help identify patients who are frail, and may require additional care services. Patients requiring mental health support. For more information: http://www.cpft.nhs.uk/ 

· ICS Health and Wellbeing who send letters to patients on our behalf, inviting patients to attend a diabetes prevention service where we have identified them as being at risk of developing diabetes. For more information: https://icshealth.co.uk/ 

· Medicines Optimisation Team, Cambridgeshire & Peterborough Clinical Commissioning Group who review Practice Prescribing to ensure the most effective use of NHS Resources.

· East Anglia Diabetic Screen Programme (DESP) who keep information about patients diagnosed with diabetes to maintain an accurate register and deliver a safe and effective diabetic eye screen service.  For more information: http://www.health-intelligence.com

· CAMQUIT service who support patients wishing to receive help to stop smoking.

· NHS 111 Service and the local Out of Hours Service

· Cambridgeshire & Peterborough Integrated Care System (ICS) – this organisation has formally replaced the role of the Clinical Commissioning Group.

· Cambridgeshire NHS Community Services - supporting delivery of the full range of community based care to our patients and providing First Contact Physiotherapy services to patients under a separate contractual arrangement

· Cambridgeshire County Council

· National Diabetes Prevention Programme

· Primary Care Support England (PCSE)

· Apollo  

· TPP(SystmOne Clinical System)

· Care Quality Commission

· Information Commissioners Office

· NHS England and the Open Exeter System

· INR Staff & the DAWN system

· National Bowel Screening Programme

· AccuRx (the system we use when making video calls to patients, and also sending messages and receiving photos from patients

· Other local NHS Secondary Care providers

· Local private Secondary Care Providers and those providing an NHS Service

· Public Health England

· St Ives Primary Care Network

· Provide (for Childhood Immunisations data/processing etc)

· Interface Clinical Services - providing disease prevalence data and clinical and prescribing support in specific disease areas under a contractual arrangement.

· Prescribing Care Direct - providing Clinical Pharmacists to deliver direct prescribing and medicines management support to patients under a contractual arrangement.

· Ardens Health Informatics Ltd – providing clinical templates for use with SystmOne.

· Prescribing Services (Eclipse) – providing prescribing data and reporting to assist the practice in managing patient conditions.

· Convergence Communications – providing call recording and call reporting software.

· GP Practice websites – providing surgery website and collecting patient feedback submissions and Patient Group applications.

· Ash Lane Medical Business Consulting – Providing consulting services and proactive claims reconciliation processes for the dispensary.

· Joy Digital Platform – Cambridgeshire and Peterborough Integrated Care System has commissioned the Joy Digital Platform.   Joy is a social prescribing software and is a tool to refer patients to non-clinical services and manage caseloads. Joy can be used to add data to the patient’s electronic health record but it is not a replica or substitution for a patient's medical record. Information added to the patient’s medical record by Joy does form part of the medical record and the system administrators in EMIS and SystmOne will be configuring their clinical systems to allow patient’s to access their medical record in line with the current legislation changes.

· Healthy.IO – Healthy.IO provide a test at home urinalysis service.  The service collects information to enable delivery of the kit and for the patient to carry out urine analysis using their smartphone, the Healthy.IO mobile app.  Data is captured and processed by the app and shared with the practice team.

· MoreLife (UK) Ltd – MoreLife (UK) Ltd are commissioned by the Public Health team to deliver the weight management service for patients registered with the practice.

· Oviva (UK) Ltd - The NHS Type 2 Diabetes Path to Remission is a service for people with type 2 diabetes. It is a one-year programme to support healthier lifestyle, weight loss and remission of Type 2 diabetes. The programme consists of nutritionally complete total diet replacement products, for 12 weeks, followed by a period of food reintroduction and subsequent weight maintenance support, with a total duration of 12 months. The programme is delivered by Oviva, for any eligible patients referred by GPs in the eligible areas. The contract for the provision of the programme is held between NHSE and Oviva, with data flowing between Oviva and GP surgeries directly and between Oviva and the commissioners for reporting. Data is also provided to C&P ICB (only in aggregate form) to enable monitoring of referrals and ensure the overall success of the programme. 
· iPlato – iPlato integrates with our clinical system to provide additional data reporting functions to support national patient recall processes.

· ANIMA Healthcare – providing the online access portal for patients to submit appointment and admin requests to the practice.  The system also enables communication between the practice and patient about the request that they have submitted. 

· NOVA Health Care Solutions – providing workflow support and solutions to the practice including the processing of incoming community and secondary care discharge and appointment attendance letters.

· Medical Examiners Team at North West Anglia Foundation Trust – providing independent assessment of the cause of death as per new regulations to support the death certification process. 

· Numed Healthcare – For the operation of patient information screens in the practice and provision of functionality within the system to be able to call patients from the waiting room using these screen.

· The Medicines Management Team – Providing remote access clinical pharmacist services for medication reviews and long-term-condition reviews.  Services are contracted by St Ives Primary Care Network and provided as part of the Enhanced Access service provision by the PCN. 

· MyHealth – Provide the MyAsthma app for patients to use to help self-manage their condition and communicate with the practice.

· InHealth – For provision of the Targeted Lung Health Check (TLHC) Programme.  As part of the programme current and ex-smokers aged 55-74 will be invited to a screening programme. 

· ABTRACE – For the provision of clinical data analysis within the primary healthcare record to improve the clinical care of patients and to optimise the long-term condition recall and monitoring processes. 

· OpenSAFELY - The OpenSAFELY Data Analytics service provides a secure analytics service for users approved by or on behalf of NHS England to run queries on GP and NHS England pseudonymised patient data for non-COVID-19 specified secondary uses.  The service, and the purpose of running the queries and obtaining the aggregate outputs is limited to the following purposes:
· clinical audit [1]
· service evaluation [2]
· health surveillance [3]
· research [4]
· health and social care policy, planning and commissioning purposes and public health purposes, where agreed on a project specific basis by or on behalf of:
· the Deputy Director of Data Policy on behalf of the Department of Health and Social Care, and
· the Chief Data & Analytics Officer on behalf of NHS England, and
· a nominated representative of each of the Royal College of General Practitioners and the British Medical Association on behalf of the Joint GP IT Committee 
· evaluation of the service


· North of England Commissioning Support Unit (NECS) – For the processing of Population Health Management information

· Workwell (Huntingdonshire District Council) – Holistic multidisciplinary working to deliver service to support patients who are absent, or a risk of being absent, from work due to illness and to facilitate them returning to work.  This service is commissioned through St Ives Primary Care Network.
NHS Cambridgeshire and Peterborough Integrated Care System
Population Health Management (PHM) Privacy Notice 
Under data protection law we must tell you about how we use your personal information. This additional privacy notice provides details about Population Health Management and should be read in conjunction with our Risk Stratification Privacy Notice.
What is Population Health Management (PHM)?
PHM is about improving the physical and mental health outcomes and wellbeing of people and making sure that access to services is fair, timely, and equal. It helps to reduce the occurrence of ill-health and looks at all the wider factors that affect health and care.
Population Health Management requires health and social care, to work together with communities and partner agencies, for example, GP practices, community service providers, hospitals and other health and social care providers. The organisations will share and combine de-identified information (where information identifying you has been removed and replaced with a code) with each other in order to get a view of health and services for the population in a particular area. This information sharing is subject to robust security arrangements and risk assessments.
If the PHM programme sees that an individual might benefit from some additional care or support, the programme will send the information back to your GP or hospital provider and they will use the code to identify you and offer you relevant services.
Who will my personal information be shared with?
Your GP and other care providers will send the information they hold on their systems to the North of England Commissioning Support Unit (NECS) https://www.necsu.nhs.uk/ , who are part of NHS England. NHS England (who already holds information about other health and care attendances), will also send the information they hold to NECS. Social care data will also be provided by the Local Authority.
NECS will then de-identify (pseudonymise) all the data before sharing the data with NHS Cambridgeshire & Peterborough Integrated Care Board.
What will happen to my Personal Information when the Project is Finished?
On completion of the programme all data will be securely destroyed.
Is using my personal data in this way lawful
This programme’s legal basis for sharing your information is GDPR Article 6 (1) (e)  “Processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller” and Article 9 (2) (h) “Processing is necessary for the purpose of …the provision of health or social care or treatment or the management of health or social care systems”.
Can I object to my data being used as part of this programme.
Yes. You have the right to opt out of sharing your personal data being used in this way. You can do this in three ways:
1. Opt out of all sharing of your data for other uses outside your GP Practice
This is called a Type 1 opt out and you should request this directly to us, your GP practice. This will be applied not only to this programme but to any others we take part in.
2. National Data Opt-out (opting out of NHS Digital sharing your data)
You can find out more about and register a National Data Opt-out, or change your choice on nhs.uk/your-nhs-data-matters or by calling 0300 3035678.
3. Local Opt-Out of Population Health Management programme.
If you don’t want your data to be used for Population Health Management purposes but are happy for your data to be used for other purposes then you can email Cpicb.CPPopHealthOptout@nhs.net with your NHS Number, Name of your Registered GP Practice and the month and year of your birth date. 

· Prescribing Services Ltd (Eclipse) – Provision of NHS digital-assured risk stratification and analysis of patient prescribing data to optimise prescribing, improve safety and reduce costs.


Right to object

· You have the right to request to object to information being shared between organisations who are providing you with direct care. 

· This may affect the care you receive.

· You are not able to object to your name, address and other demographic information being sent to, and held by, NHS Digital. 

· This is necessary if you wish to be registered to receive NHS care.

· You are not able to object when information is legitimately shared for safeguarding reasons. 

· In appropriate circumstances it is a legal and professional requirement to share information for safeguarding reasons. This is to protect people from harm. 

· The information will be shared with the local safeguarding service(s).

Data we get from other organisations
· We receive information about your health from other organisations who are involved in providing you with health and social care. 

· For example, if you go to hospital for treatment or an operation the hospital will send us a letter to let us know what happens. This means your GP medical record is updated when you receive care from other organisations. 

How your information is used for medical research and to measure the quality of care
Medical research using population-based information
We share information from medical records:
· to support medical research when the law allows us to do so, for example to learn more about why people get ill and what treatments might work best; 

· we will also use your medical records to carry out research within the practice.
This is important because:
· the use of information from GP medical records is very useful in developing new treatments and medicines; 

· medical researchers use information from medical records to help answer important questions about illnesses and disease so that improvements can be made to the care and treatment patients receive.

· We share information with the following medical research organisations with your explicit consent or when the law allows: Clinical Practice Research Datalink, Clinical Research Network (Eastern).

· You have the right to object to your identifiable information being used or shared for medical research purposes. 
Medical research trials that individual patients may agree to take part in
· If the practice takes part in a medical research trial, individual patients may be invited to be part of the trial. In order to take part, patients will be asked to consent to their data being used and shared for the particular research trial.
Checking the quality of care – national clinical audits
This practice contributes to national clinical audits so that healthcare can be checked and reviewed.
· Information from medical records can help doctors and other healthcare workers measure and check the quality of care which is provided to you. 

· The results of the checks or audits can show where hospitals are doing well and where they need to improve.

· The results of the checks or audits are used to recommend improvements to patient care.

· Data is sent to NHS Digital which is a national body with legal responsibilities to collect data. 

· The data will include information about you, such as your NHS Number and date of birth and information about your health which is recorded in coded form -  for example the code for diabetes or high blood pressure. 

· We will only share your information for national clinical audits or checking purposes when the law allows.

· For more information about national clinical audits see the Healthcare Quality Improvements Partnership website: https://www.hqip.org.uk/ or phone 020 7997 7370.
 
· You have the right to object to your identifiable information being shared for national clinical audits.

We are required by law to provide you with the following information about how we handle your information for research.

Purpose of the processing
· Medical research, and to check the quality of care which is given to patients (this is called national clinical audit).

Lawful basis for processing
The following sections of the General Data Protection Regulation mean that we can use medical records for research and to check the quality of care (national clinical audits)
· Article 6(1)(e) – ‘processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller’.
For medical research: there are two possible Article 9 conditions. 
· Article 9(2)(a) – ‘the data subject has given explicit consent…’ (where an individual has agreed to take part in a specific research trial)
OR
· Article 9(2)(j) – ‘processing is necessary for… scientific or historical research purposes or statistical purposes in accordance with Article 89(1) based on Union or Member States law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and interests of the data subject’. (where data is used for medical research using population based information)
To check the quality of care (clinical audit):
· Article 9(2)(h) – ‘processing is necessary for the purpose of preventative…medicine…the provision of health or social care or treatment or the management of health or social care systems and services...’
Recipient or categories of recipients of the processed data
· For medical research the data will be shared with NHS Digital 
· The data will be shared with the Care Quality Commission
· For national clinical audits which check the quality of care the data will be shared with NHS Digital. 
Rights to object and the national data opt-out
· [bookmark: _Hlk514128319]Most of the time, anonymised data is used for research and planning so that you cannot be identified.

· [bookmark: _Hlk514128766]From 25th May 2018, the national data opt-out enables you have a choice about whether you want your identifiable confidential patient information to be used for research and planning.

· To find out more or to register your choice under the national data opt-out, please visit www.nhs.uk. You can change your mind about your choice at any time.
How your information is shared so this practice can meet legal requirements 
The law requires the practice to share information from your medical records in certain circumstances. Information is shared so that the NHS or Public Health England can, for example:
· plan and manage services;
· check that the care being provided is safe;
· prevent infectious diseases from spreading.  

We will share information with NHS Digital, the Care Quality Commission and local health protection team (or Public Health England) when the law requires us to do so. Please see below for more information.  We must also share your information if a court of law orders us to do so.

NHS Digital
· NHS Digital is a national body which has legal responsibilities to collect information about health and social care services.
 
· It collects information from across the NHS in England and provides reports on how the NHS is performing. These reports help to plan and improve services to patients.
  
· This practice must comply with the law and will send data to NHS Digital, for example, when it is told to do so by the Secretary of State for Health or NHS England under the Health and Social Care Act 2012.

· More information about NHS Digital and how it uses information can be found at: 
https://digital.nhs.uk/home

· NHS Digital sometimes shares names and addresses of patients suspected of committing immigration offences with the Home Office. More information on this can be found here: https://www.gov.uk/government/publications/information-requests-from-the-home-office-to-nhs-digital

Care Quality Commission (CQC)
· The CQC regulates health and social care services to ensure that safe care is provided. 

· The law says that we must report certain serious events to the CQC, for example, when patient safety has been put at risk. 

· For more information about the CQC see: http://www.cqc.org.uk/

Public Health
· The law requires us to share data for public health reasons, for example to prevent the spread of infectious diseases or other diseases which threaten the health of the population. 

· We will report the relevant information to local health protection team or Public Health England.

· For more information about Public Health England and disease reporting see: https://www.gov.uk/guidance/notifiable-diseases-and-causative-organisms-how-to-report

We are required by law to provide you with the following information about how we handle your information and our legal obligations to share data.



Purpose of the processing

· Compliance with legal obligations or court order.

Lawful basis for processing

The following sections of the General Data Protection Regulation mean that we can share information when the law tells us to:
· Article 6(1)(c) – ‘processing is necessary for compliance with a legal obligation to which the controller is subject…’

· Article 9(2)(h) – ‘processing is necessary for the purpose of preventative…medicine…the provision of health or social care or treatment or the management of health or social care systems and services...’
Recipient or categories of recipients of the processed data
· The data will be shared with NHS Digital.
· The data will be shared with the Care Quality Commission.
· The data will be shared with our local health protection team or Public Health England. 
· The data will be shared with the court if ordered.
Rights to object and the national data opt-out 
· There are very limited rights to object when the law requires information to be shared but government policy allows some rights of objection as set out below.

NHS Digital
· You have the right to object to your identifiable information being shared with NHS Digital for reasons other than your own direct care. 

· This is called a ‘Type 1’ opt-out – you can ask your practice to apply this code to your record. 

· https://digital.nhs.uk/about-nhs-digital/our-work/keeping-patient-data-safe/how-we-look-after-your-health-and-care-information/your-information-choices/opting-out-of-sharing-your-confidential-patient-information

· From 25th May 2018, the national data opt-out enables you have a choice about whether you want your identifiable confidential patient information to be used for research and planning. This replaces a ‘Type 2 opt-out’.

· To find out more or to register your choice under the national data opt-out, please visit www.nhs.uk. You can change your mind about your choice at any time.


NHS Digital sharing with the Home Office
· There is no right of objection to NHS Digital sharing names and addresses of patients who are suspected of having committed an immigration offence.

Public health
· Legally information must be shared under public health legislation. This means that you are unable to object.

Care Quality Commission
· Legally information must be shared when the Care Quality Commission needs it for their regulatory functions. This means that you are unable to object.

Court order
· Your information must be shared if it ordered by a court. This means that you are unable to object.

National screening programmes

· The NHS provides national screening programmes so that certain diseases can be detected at an early stage. 

· These screening programmes include bowel cancer, breast cancer, cervical cancer, aortic aneurysms and a diabetic eye screening service. 

· The law allows us to share your contact information with Public Health England so that you can be invited to the relevant screening programme.

· More information can be found at: https://www.gov.uk/topic/population-screening-programmes

We are required by law to provide you with the following information about how we handle your information in relation to our legal obligations to share data.
Purpose of the processing
· The NHS provides several national health screening programmes to detect diseases or conditions early such as cervical and breast cancer, aortic aneurysm and diabetes.

· The information is shared so that the correct people are invited for screening. This means those who are most at risk can be offered treatment. 

Lawful basis for processing
The following sections of the General Data Protection Regulation allow us to contact patients for screening:
· Article 6(1)(e) – ‘processing is necessary…in the exercise of official authority vested in the controller...’

· Article 9(2)(h) – ‘processing is necessary for the purpose of preventative…medicine…the provision of health or social care or treatment or the management of health or social care systems and services...’

Recipient or categories of recipients of the processed data
· The data will be shared with NHS Digital, hospital laboratory services, local breast screening units, and Health Intelligence who provide diabetic eye screening.

· The Practice shares your diabetes related data with the Diabetic Eye Screening Programme operated by Health Intelligence, commissioned by NHS England. For further information: www.eadesp.co.uk 

Rights to object
· For national screening programmes you can opt so that you no longer receive an invitation to a screening programme. 

· See: https://www.gov.uk/government/publications/opting-out-of-the-nhs-population-screening-programmes

Data we get from other organisations
· We receive information about your screening test results from other organisations who are involved in providing these services. 

· This means your GP medical record is updated with screening results.

Data we hold about you

We hold data about you in electronic and paper records. We use a combination of working practices and technology to ensure that your information is kept confidential and secure.
The type of data that we hold about you may include the following:
· Details about you, such as your address and next of kin;
· Any contact the surgery has had with you, such as appointments, clinic visits, emergency appointments, etc.
· Notes and reports about your health;
· Details about your treatment and care;
· Results of investigations, such as laboratory tests, x-rays, etc.
· Relevant information from other health professionals, relatives or those who care for you.
Your medical record is held in a computer system called SystmOne. This system is provided to us under a National contract. Your data is held and managed in secure data centres by SystmOne. For more information: https://tpp-uk.com/products/
SMS and Email
· We will hold your mobile phone number and email address where you have provided these to us.

· We may use these to send you text messages or emails about your care, for example, messages about appointments, test results, or inviting you to attend for a clinic.

· You have the right to provide your mobile number for calls only. If you do not wish to receive text messages from us, please speak to the practice so we can add this to your record to prevent text messages being sent to you.

· You have the right to have your email address or mobile phone number removed from your GP record.

· We will only use the email address or mobile phone number for direct medical care purposes, unless you have provided us with your explicit consent to email you for other purposes as well, for example, for us to send you surgery newsletters, details from patient participation group meetings, or details about new services.

· If you provide your consent for us to send you information other than for your direct care, you can remove this consent at any time.

Right to access and correct

· You have the right to access the data we hold about you, and request to have any errors or mistakes corrected. Please speak to a member of staff or look at our ‘subject access request’ policy on the practice website www.grovemedicalpractice-stives.nhs.uk 

· We are not aware of any circumstances in which you will have the right to delete correct information from your medical record; although you are free to obtain your own legal advice if you believe there is no lawful purpose for which we hold the information and contact us if you hold a different view.
Retention period
· GP medical records will be kept in line with the law and national guidance. Information on how long records are kept can be found at: https://digital.nhs.uk/article/1202/Records-Management-Code-of-Practice-for-Health-and-Social-Care-2016
Right to complain
· If you have concerns about the way we manage your data. Please contact the Practice Manager via email at cpicb.grove.medical@nhs.net 

· You have the right to seek independent advice about data protection, as well as the right to complain, by contacting the Information Commissioner’s Office. https://ico.org.uk/global/contact-us/ or call the helpline 0303 123 1113
Data Controller contact details
· Grove Medical Practice, Cromwell Place, St Ives, Cambs PE27 5JD
Data Protection Registration Number
· Z5273527
Data Protection Officer 
· Data Protection Officer, Cambridgeshire and Peterborough ICB, Gemini House, Cambridgeshire Business Park, Ely CB7 4EA. Email address: CPICB.DataProtectionOfficer@nhs.net
Date last reviewed or updated
· 12 May 2026


CORONOVIRUS ADDITIONAL POLICY NOTES
This practice is supporting vital coronavirus (COVID-19) planning and research by sharing your data with NHS Digital. This transparency notice supplements our main practice privacy notice.
The health and social care system is facing significant pressures due to the coronavirus (COVID-19) outbreak. Health and care information is essential to deliver care to individuals, to support health, social care and other public services and to protect public health. Information will also be vital in researching, monitoring, tracking and managing the coronavirus outbreak. In the current emergency it has become even more important to share health and care information across relevant organisations. This practice is supporting vital coronavirus planning and research by sharing your data with NHS Digital, the national safe haven for health and social care data in England. 
Our legal basis for sharing data with NHS Digital
NHS Digital has been legally directed to collect and analyse patient data from all GP practices in England to support the coronavirus response for the duration of the outbreak. NHS Digital will become the controller under the General Data Protection Regulation 2016 (GDPR) of the personal data collected and analysed jointly with the Secretary of State for Health and Social Care, who has directed NHS Digital to collect and analyse this data under the COVID-19 Public Health Directions 2020 (COVID-19 Direction).
All GP practices in England are legally required to share data with NHS Digital for this purpose under the Health and Social Care Act 2012 (2012 Act). More information about this requirement is contained in the data provision notice issued by NHS Digital to GP practices.
Under GDPR our legal basis for sharing this personal data with NHS Digital is Article 6(1)(c) - legal obligation. Our legal basis for sharing personal data relating to health, is Article 9(2)(g) – substantial public interest, for the purposes of NHS Digital exercising its statutory functions under the COVID-19 Direction.
The type of personal data we are sharing with NHS Digital
The data being shared with NHS Digital will include information about patients who are currently registered with a GP practice or who have a date of death on or after 1 November 2019 whose record contains coded information relevant to coronavirus planning and research. The data contains NHS Number, postcode, address, surname, forename, sex, ethnicity, date of birth and date of death for those patients. It will also include coded health data which is held in your GP record such as details of:
· diagnoses and findings
· medications and other prescribed items
· investigations, tests and results
· treatments and outcomes
· vaccinations and immunisations
How NHS Digital will use and share your data
NHS Digital will analyse the data they collect and securely and lawfully share data with other appropriate organisations, including health and care organisations, bodies engaged in disease surveillance and research organisations for coronavirus response purposes only. These purposes include protecting public health, planning and providing health, social care and public services, identifying coronavirus trends and risks to public health, monitoring and managing the outbreak and carrying out of vital coronavirus research and clinical trials. The British Medical Association, the Royal College of General Practitioners and the National Data Guardian are all supportive of this initiative.
NHS Digital has various legal powers to share data for purposes relating to the coronavirus response. It is also required to share data in certain circumstances set out in the COVID-19 Direction and to share confidential patient information to support the response under a legal notice issued to it by the Secretary of State under the Health Service (Control of Patient Information) Regulations 2002 (COPI Regulations).
Legal notices under the COPI Regulations have also been issued to other health and social care organisations requiring those organisations to process and share confidential patient information to respond to the coronavirus outbreak. Any information used or shared during the outbreak under these legal notices or the COPI Regulations will be limited to the period of the outbreak unless there is another legal basis for organisations to continue to use the information. 
Data which is shared by NHS Digital will be subject to robust rules relating to privacy, security and confidentiality and only the minimum amount of data necessary to achieve the coronavirus purpose will be shared. Organisations using your data will also need to have a clear legal basis to do so and will enter into a data sharing agreement with NHS Digital. Information about the data that NHS Digital shares, including who with and for what purpose will be published in the NHS Digital data release register.
For more information about how NHS Digital will use your data please see the NHS Digital Transparency Notice for GP Data for Pandemic Planning and Research (COVID-19).
National Data Opt-Out
The application of the National Data Opt-Out to information shared by NHS Digital will be considered on a case by case basis and may or may not apply depending on the specific purposes for which the data is to be used. This is because during this period of emergency, the National Data Opt-Out will not generally apply where data is used to support the coronavirus outbreak, due to the public interest and legal requirements to share information.
Your rights over your personal data
To read more about the health and care information NHS Digital collects, its legal basis for collecting this information and what choices and rights you have in relation to the processing by NHS Digital of your personal data, see:
· the NHS Digital GPES Data for Pandemic Planning and Research (COVID-19) Transparency Notice
· the NHS Digital Coronavirus (COVID-19) Response Transparency Notice
· the NHS Digital General Transparency Notice
· how NHS Digital looks after your health and care information
Date last reviewed or updated
· May 2020


Primary Care Network Additional Policy Notes
Grove Medical Practice is a member of St Ives Primary Care Network​ (PCN). 
This means we will be working closely with a number of other Practices and health and care organisations to provide healthcare services to you.
During the course of our work we may share your information with these Practices and health care organisations/professionals. We will only share this information where it relates to your direct healthcare needs. When we do this, we will always ensure that appropriate agreements are in place to protect your information and keep it safe and secure. This is also what the Law requires us to do. 

Date last reviewed or updated
· 1 August 2025
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